Hacia una epistemologia de algoritmos:
fiabilismo computational y sus limites
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® Experimental result

@® Computational prediction

Jumper, J., Evans, R., Pritzel, A. et al. Highly accurate protein structure prediction with AlphaFold. Nature 596, 583-589 (2021). https://doi.org/10.1038/s41586-021-03819-2
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Opacidad epistémica

[A] process is epistemically opaque relative to a cognitive agent S at time t
just in case S does not know at t all of the epistemically relevant elements of
the process (Humphreys 2009, 618)
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Opacidad epistémica

[A] process is epistemically opaque relative to a cognitive agent S at time t
just in case S does not know at t all of the epistemically relevant elements of
the process (Humphreys 2009, 618)

“For a mathematical proof, one agent may consider a particular step in the proof to be an
epistemically relevant part of the justification of the theorem, whereas to another, the step is
sufficiently trivial to be eliminable. [...] Within the hybrid scenario [i.e., algorithms], no human can
examine and justify every element of the computational processes that produce the output of a
computer simulation or other artifacts of computational science [...] Many, perhaps all, of the features
that are special to simulations are a result of this inability of human cognitive abilities to know and
understand the details of the computational process” (2009, 618)
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Opacidad epistémica

[A] process
elements of
the process

a particular step in the proof
Within the hybrid scenario [i.e., algorithms]
every element of the computational processes that produce the output of a

computer simulation or other artifacts of computational science

the details of the computational process
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Opacidad epistémica

«  Naturaleza del proceso y elementos del proceso: instanciacién de variables, llamadas a
funciones, sentencias condicionales, operaciones aritméticas y |6gicas, manejo de errores,
estructuras de datos, pero también practicas, métricas; “one may have excellent reasons for
holding that a particular parametric family of models is applicable to the case at hand, yet have
only empirical methods available for deciding which parametric values are the right ones” (2004,

150)

«  Falta de capacidad de inspeccién de S: los algoritmos y los procesos computacionales son cajas
negras.

«  Pertinencia de los elementos epistémicos relevantes son con el propdsitos de justificar el
resultado

z;
TUDelft .



De opacidad a transparencia

“If we think in terms of such a process [i.e., algorithms] and imagine that its stepwise computation
was slowed down to the point where, in principle, a human could examine each step in the process,
the computationally irreducible process would become epistemically transparent.

" (Humphreys, 2004, 150)
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ceptual space in which to analyse and compare existing proposals, as well as design
new and improved solutions.
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1 Introduction

Machine learning (ML) algorithms have made enormous progress on a wide range
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('llﬂlal.l 2017), and proposing new organic molecules (Segler et al, 2018). These

jical achievements have coincided with the increasing ubiquity of ML, which
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Transparency in Complex
Computational Systems

Kathleen A. Creel*t

Scientists depend 00 complex ystems that are oficn ineliminably opague,
e de Some phi-
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instrumentalism by peoviding pertial trpareacy when full trsmpareecy is impossible.

1. Introduction. Scientists depend on complex computational systems to
process their big data, but these systems are not always transparent. Phys-
icists within the Lange Hadron Collider’s (LHC) Compact Muoa Solenoid
working group are considering using deep learning algorithms 10 sort par-
ticle collision events and discard the uninteresting ones (Duarte et al. 2018).
The new algorithms for doing so, while faster than the old, are

enough that their decisions cannot be reconstructed in terms of why some
cvents were interesting and thus saved and why others were discarded
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Abstract

In this paper | argue that the search for explainable models and interpretable deci-
shons in Al must be reformulated in terms of the broader project of offering a prag-
matic and naturalistic account of understanding in AL Intuitively, lhepupoueo(
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Artificial intelligence and the value of transparency

Joel Walmsley'
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also allows us 1o relax the factivity condition on ion, which is i

1o fulfill in many machine Jearning models, and 10 focus instead on the i
coaditions that determine the best fit between a model and the methods and devices
deployed to understand it. After an examination of the different types of under-
standing discussed in the philosophical and psychological literature, 1 conclude that
inlerpretative or approximation models not only provide the best way 10 achieve the
objectual understanding of a machine learning model, but are also a necessary con-
dition 10 achieve post hoc interpretability. This conclusion is partly based on the
shoricomings of the parcly functionalist approach to post hoc interpretability that
seems to be predominant in most recent literature.
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transparency - Post-hoc interpeetability - Machine learning - Black box models

1 Introduction

The main goal of Elﬁmnble Amﬁchl Inkll-newe (xAl) has heu: variously
described as a search for for ways
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; Como obtenemos transparencia?

Table 2. Summary of Methods for Opening Black Boxes Solving the Model Explanation Problem
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Transparencia/interpretabilidad

*  Requiere "abrir” el algoritmo

i.e., rastrear el “path-dependency” de un resultado (Duran, 2021)

«  Lajustification es asegurada mediante un third-party algorithm:

]
TUDelft

Interpretable predictors
Algunas formas de XAl (e.g., post-hoc explanation)

Transparency reports (e.g., Qualitative Input Influence)
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; Coémo se justitica via transparencia?
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Justificacion via Transparencia (a sketch)

http://bridgethevoid.blogspot.com/
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Justificacion via Transparencia (a sketch)

Evidencia

Justificacidon

5
TUDelft ;

http://bridgethevoid.blogspot.com/



Against epistemic transparency of algorithms

Juan M. Duran

Abstract

Epistemic transparency is often proposed as a solution to algorithmic
opacity, wherein revealing the inner logic of an algorithm provides rea-
sons or supporting evidence for the justification of its outputs. I argue
that transparency is defective in belief formation and thus inadequate
as an epistemology of algorithms. Two objections are developed: trans-
parency regress and bootstrapping, both rooted in transparency’s status
as a time-sliced, ‘outsourced’ inferentialist epistemology. While weaker
forms—such as contextual transparency—are briefly considered, the cen-
tral argument remains that transparency fails to provide justification and
should be abandoned as an epistemology of algorithms.

1 Introduction

Against epistemic transparency in 1 ity i s el oma, Oty e

understood in line with Humphreys’ definition, whereby the cognitive limitations

® o PS of human agents prevent them from knowing the epistemically relevant elements

| t h of an algorithm that would justify belief in a given output [22, 618]. Now, there

a g O rl I I l I C SC I e n Ce would be no special concern about opaque algorithms if it were not for the

fact that they are central to many scientific endeavors, progressively displacing

humans from the center of knowledge production. The opacity of algorithms,
then, triggers significant epistemic anxiety.

To address opacity, many have sought to counteract this lack of knowledge. It
is in this context that transparency gains traction. Creel, for instance, takes this
idea in its strictest form. According to this author, opacity and transparency
are “two sides of the same coin: opacity is a lack of transparency and vice
versa” [28, 569, footnote 1]. As we will see, many have folded under this view.
And while transparency encompasses a range of methodologies and strategies,
there is a common justificatory aim, that is, to provide reasons or supporting
evidence for believing the algorithm’s output. From where is this justification
- drawn? From identifying the functions, variables, values, and similar epistem-
Juan M . Du ran ically relevant elements within the algorithm that generate the output. This
justificatory aim has been collectively referred to as “showing the inner logic of
the algorithm” [7, 843]. For example, BenevolentAl identified baricitinib as an
effective drug to combat COVID-19 symptoms. For a researcher to be justified
in this belief, transparency shows how BenevolentAT internally operates: how it
identifies drug-signal blocking, maps causal relations between viruses and drugs,

]
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De transparencia a tiabilismo (reliabilism)

What this indicates
is that the practical constraints we have previously stressed, primarily the need for computational
speed, are the root cause of all epistemic opacity in this area. Because those constraints cannot be
circumvented by humans, we must abandon the insistence on epistemic transparency for
computational science. What replaces it would require an extended work in itself, but the prospects
for success are not hopeless.” (Humphreys, 2004, 150)

]
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; Qué es process reliabilism? (= Goldman 1979)

Process reliabilism: la creencia de Diego esta justificada en caso que sea producida por un proceso (o
secuencia de procesos) de formacién de creencia fiable

Un proceso de formacién de creencia fiable tiene la tendencia de producir crencias que son verdaderas

antes que falsas

4
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R + Instrumental reliabilism

Minds and Machines (2018) 28:645-666
herp/fdolem/10.1007/511023-016- 94816
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Beyond tr ency: ional reliabilism
as an externalist epistemology of algorithms

forthcoming in

Philosophy of Science for Machine Learning: Core Issues and New
Perspectives - Juan M. Durdn and Giorgia Pozzi (eds.)

Synthese Library

Juan M. Durédn

Abstract This chapter examines the epistemology of algorithms, framing the dis-
cussion as a question of epistemic justification. Current approaches emphasize al-

gorithmic which involves it internal h as
functions and variables—and demonstrating how (or that) these compute outputs.
Thus, the mode of i through is

Epistemic Opacity and Epistemic Inaccessibility
In this paper | shall revisit the concepts of epistemic opacity and essential epistemic
opacity with the hope of clarifying and elaborating those concepts. I shall begin with a
clarification of the definitions and relate the concept of epistemic opacity to that of epistemic
inaccessibility. | then introduce and describe representational opacity, including three
distinctions between types of representation and argue that this is an important source of
opacity in some deep neural networks. Next, | proceed to an examination of other sources of
epistemic opacity, some of which follow from differences between applied and pure
mathematics. Then, after looking at some related concepts, | conclude with some ways in which
opacity can be ameliorated
1 Introduction.
As a reminder, here are the two definitions of epistemic opacity as formulated in
Humphreys 2009:
A process is epistemically opaque relative to a cognitive agent X at time t just in case X does not
know at t all of the epistemically relevant elements of the process.
A process is essentially epistemically opague to X if and only if it is impossible, given the nature

of X, for X to know all of the epistemically relevant elements of the process.

European Journal for Philosophy of Science
https://doi.org/10.1007/513194-025-00664-2
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Abstract

In a reliabilist epistemology of algorithms, a high frequency of accurate output repre-
sentations is indicative of the algorithm’s reliability. Recently, Humphreys challenged
this assumption, arguing that reliability depends not only on frequency but also on
the quality of outputs. Specifically, he contends that radical and egregious misrep-
resentations have a distinct epistemic impact on our assessment of an algorithm’s
reliability, regardless of the frequency of their occurrence. He terms these statistically
insignificant but serious errors (SIS-Errors) and maintains that their occurrence war-
rants revoking our epistemic attitude towards the algorithm’s reliability. This article

be shown about the algorithm and, in this sense, is internal to
contrast, I propose an externalist epistemology of algorithms call
reliabilism (CR). While I have previously developed CR in the co
simulations ([60, 74, 12]), this chapter extends the framework to &
algorithms used across scientific disciplines, particularly in macl
deep neural networks. At its core, CR posits that an algorithm’s
if it is generated by a reliable algorithm, where reliability is det
bility indicators. These indicators arise from formal methods, alg
expert competencies, research cultures, and other scientific practic
primary objectives are to delineate the foundations of CR, expla
‘mechanisms, and outline its potential as an externalist epistemolo;

1 Introduction

The use of algorithms for scientific purposes is delivering remarkal
ple of examples will suffice to illustrate this. In molecular biolog
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ut the alleged novelty of computer simula-
eiss argued that, although technologically
tute a philosophical novelty nor “[a] revo-
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philosophical novelty (Humphreys, 2009).
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; Coémo se justifica via CR?
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Justificacion via CR (a sketch)
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Justificacion via CR (a sketch)
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Fiabilismo computacional

«  Aceptamos algoritmos de “caja negra”

«  Lajustificaciéon viene de asegurarse la fiabilidad del algoritmo a través de indicadores de
fiabilidad

]
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Fiabilismo computacional

«  Aceptamos algoritmos de “caja negra”

«  Lajustificaciéon viene de asegurarse la fiabilidad del algoritmo a través de indicadores de
fiabilidad

«  RIly Performance de los algorithmos
« Rl Practica cientifica basada en algoritmos

«  Rlz Construccién social de la fiabilidad
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Somes obvious sources of reliabilty

O~ Rl Performance de los algoritmos
O~ RI,Préctica cientifica basada en algoritmos

O~ RI; Construccion social de la fiabilidad
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Somes obvious sources of reliabilty

O~ Rl Performance de los algoritmos
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Somes obvious sources of reliabilty

9 Rl Performance de los algoritmos

Métodos de verificacién y validacién (— accuracy)
Elecciones de datos y bases de datos

Parametrizacién e hyper-parametrizacién

Practicas de entrenamiento de modelos

Una historia de éxitos y fracasos en las implementaciones

Tratamiento de errores (e.g., uncertainty quantification)

(Durdn 2018; Duran & Formanek 2018)
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Somes obvious sources of reliabilty

O~ Rl Performance de los algoritmos

O~ RI,Préctica cientifica basada en algoritmos
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Somes obvious sources of reliabilty

O~- RI; Performance de los algoritmos
9 Rl, Practica cientifica basada en algoritmos
«  Causalidad y otros mechanismos implementados
«  Valores epistémicos, morales, etc.
*  Representacion, idealizaciones, abstracciones, etc
«  Terias, leyes, principios, etc
« Algun grade de coherencia tedrica, conceptual, etc

- Conocimiento de fondo (background knowledge, e.g., knowledge of the learned weights)

«  Algun morfismo entre hipotesis, modelos, etc y al sintaxis del algoritmo (e.g., al usal natural
kinds, cut-off-values que son aceptados, definiciones — e.g., cudndo un melanoma es
cancerigeno)
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Somes obvious sources of reliabilty

O~ Rl Performance de los algoritmos
O~ RI,Préctica cientifica basada en algoritmos

O~ RI; Construccion social de la fiabilidad
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Somes obvious sources of reliabilty

O~- RI; Performance de los algoritmos

O- RI; Préactica cientifica basada en algoritmos

9 Rl3 Construccidn social de la fiabilidad

]
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Aceptabilidad social del resultado del algoritmo

Favorable, exitoso/fracaso, usos (in)validos del algoritmo y sus resultados (e.g., cuando
se desarrollan nuevas hipdtesis o se expande en nuevas estrategias)

Coherencia con un cuerpo de conocimiento estable

Coherencia con los compromisos epistémicos, éticos, etc de los cientificos y sus
comunidades

Realizacion de los valores epistémicos, éticos, etc

Culturas de investigacion (cientifico, modelaje, comunidades...)
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El experto, el abogado, y el juez

Nederlands Forensisch Instituut
Ministerie van Justitie en Veiligheid

]
TUDelft




Comparacién de rostros en ciencia forense

correct match o LR~4000

“Poor quality” image “Good quality” image

logyo LR

correct match o |R~10

24 °
' &
o
: S
-3
"poor quality" image "good quality" image
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Nederlands Forensisch Instituut
Ministerie van Justitie en Veiligheid

Tabel 2: van alle Groen: voor
vergelijking. Rood: op basis van voorselectie ultgesioten.

Zaak_01 Zaak_04 Zaak_05 Zaak 07 Zaak_13 Zaak_14 Zaak_15
(2013) '(2012) (2013) (2013) (mp) (2013)_ (1013)

\

Tabel 3: S ting van de ¢

van de vergelijkingen (met cijfers volgens bijgaande

legenda), waarbij a, b en ¢ staat voor de conclusies van de afzonderlijke onderzoekers en

‘Consensus’ na bespreking van de resuitaten (legenda: zie Tabel 4

Zaak | Verdachte a | b |c | Consensus| | Zaak | Verdachte a | b |[c | Consensus
01 | Sofia 2(2]2 2| | 13[sofia 313 2 [
01 | Diana -3(-3|-3 -3 13 | Diana -3|-3|-3 -3
01 | Djanija -4(-3|-4 -4 13 | Djanija -3|-2|-4 -3
01 | Vahida (jonger) {-2 (-2 |-4 -3 13 | Vahida (ouder) |-3|-2|-3 -3
01 | Vahida (ouder) |-3| 1|-4 -2 14 | Sofia 1{2(2 2
01| Vera -4|-2|-4 -4 14 | Diana -2|-2|-3 g3
04 | Sofia 433 14 | Djanija -4(-2|-4 3
04 | Diana -4[-5]-4 41| 14 |Jasminka -1|-3]-4 -2
04 | Djanija -41-3(-4 -4 14 | Vahida (ouder) |-1(-2|-4 -2
05 | Sofia 3|3 14 | Vera -3|-2(-4 -3
05 | Diana -4|-5|-4 -4 15 | Sofia 3 3 3
05 | Djanija -4|-3-5 -4|| 15|Diana -3|:5/-4 -4
05 | Vahida (ouder) |-4|-4(-4 -4 15 | Djanija -4|-5|-4 -4
07 | Sofia 0|12 1 15 | Vera -4(-3|-4 -4
07 | Diana =2 |
07 | Djanija -3|-  fabeld:legendabijVabel3
07 | Jasminka -2 |- l.fgenda — - = - :
07 | vera 7. Cijfer | De bevindingen van het onderzoek zijn: Cijfer | De bevindingen van het onderzoek zijn:
veel jnlijker iets waarschijnlijker wanneer
wanneer H1 waar is dan H2 waar is =1 H2 waar is dan H1 waar is
zeer veel waarschijnlijker waarschijnlijker
wanneer H1 waar is dan H2 waaris -2 H2 waar is dan wanneer H1 waar is ==
veel waarschijnlijker veel waarschijnlijker
3 wanneer H1 waar is dan H2 waar is = -3 wanneer H2 waar is dan H1waaris
waarschijnlijker zeer veel waarschijnlijker
2 wanneer H1 waar is dan H2 waaris -4 H2 waar is dan H1waaris
iets waarschijnlijker extreem veel waarschijnlijker
AR 1 wanneer H1 waar is dan H2 waar is -5 wanneer H2 waar is dan wanneer H1 waar is
ongeveer even waarschijnlijk
0 | wanneer H1 Waar is als wanneer H2 waar is




Ministerie van Justitie en Veiligheid

Tabel 2: van alle Groen:

Nederlands Forensisch Instituut

vergelijking. Rood: op basis van voorselectie ultgesioten.

voor

Zaak_01 Zaak 04 Zaak 05 Zaak 07 Zaak 13 Zaak_14 Zaak_15

(2013) (2012)  (2013)

\

2013)

(2013) (2013) (2013)

Zaaknr,
Zaak 01
[ Zaak 04
! Zaak 05
‘ Zaak 07
Zaak 13
Zaak 14
Zaak 15

Waarschijnlijker

Zeer veel waarschijnlijker

Zeer veel waarschijnlijker

Veel waarschijnlijker

Iets waarschijnlijker

Zaak | Verdachte a | b |c | Consensus | | Zaak | Verdachte a | b |c | Consensus
01 Sofia 2|2]2 2|| 13[sofia 3|3 2 [
01 | Diana -3|-3(-3 -3 13 | Diana -3]-3|-3 -3
01 | Djanija -41-3 -4 -4 13 | Djanija -3|-2|-4 -3
01 | Vahida (jonger) (-2 |-2 |-4 -3 13 | Vahida (ouder) |-3|-2|-3 -3
01 | Vahida (ouder) |-3| 1|-4 -2 14 | Sofia 112]2 2
01 | Vera -4(-2 (-4 -4 14 | Diana -2(-2|-3 23
04 | Sofia 433 14 | Djanija -4(-2|-4 3
04 | Diana -4|-5|-4 -4 14 | Jasminka -1)-3|-4 -2
04 | Djanija -41-3(-4 -4 14 | Vahida (ouder) |-1(-2|-4 -2
05 | Sofia 3(3 14 | Vera -3(-2|-4 -3
05 | Diana -4|-5|-4 -4 15 | Sofia 3 3 3
05 | Djanija -4|-3-5 -4|| 15|Diana -3|:5/-4 -4
05 | Vahida (ouder) |-4|-4(-4 -4 15 | Djanija -4|-5|-4 -4
07 | Sofia 0]1]2 1 15 | Vera -41-3|-4 -4
N7 | Diana 221
Rapportage aanvraag 002 (25 maart 2016) Huidige aanvraag 003
nderzoek zijn: Cijfer | De bevindingen van het onderzoek zijn:
Waarschijnlijker iets waarschijnlijker wanneer
pr H2 waar is -1 H2 waar is dan H1 waar is
Zeer veel waarschijnlijker waarschijnlijker
er H2 waar is -2 H2 waar is dan wanneer H1 waar is ==
Zeer veel waarschijnlijker veel waarschijnlijker
er H2 waar is x| -3 wanneer H2 waar is dan Hlwaaris
Iets waarschijnlijker zeer veel waarschijnlijker
st or H2 waar is -4 H2 waar is dan H1waaris
Veel waarschijnlijker extreem veel waarschijnijker
i H2 waar is ‘S wanneer H2 waar is dan wanneer H1 waar is
Waarschijnlijker
Veel waarschijnlijker diweach

Veel waarschijnlijker

Tabel 3: S

ting van de ¢

van de vergelijkingen (met cijfers volgens bijgaande

legenda), waarbij a, b en ¢ staat voor de conclusies van de afzonderlijke onderzoekers en

‘Consensus’ na bespreking van de resuitaten (legenda: zie Tabel 4

Tabel S: Vergelijking van conclusies vorige en huidige rapportage




Ciencia forense y Al

Evidence
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Suspects
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Evidence
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Ciencia forense y Al

Suspects

Probability: 13> 1, > ¥4
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Ciencia forense y CR
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Ciencia forense y CR

Rl; Performance de los algoritmos

e Verificacién y Validacién
* Analisis de robustez

¢ Redundancia

e "“Calidad” de los datos
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Ciencia forense y CR

Rl; Performance de los algoritmos

* \Verificacién y Validacion
* Analisis de robustez
¢ Redundancia

e "“Calidad” de los datos

]
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Rl, Practica cientifica basada en algoritmos

* Implementaciéon de “quality assurance methods”
* “We implement well-known and tested libraries”
e Técnicas biométricas
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Ciencia forense y CR

Rl; Performance de los algoritmos

* \Verificacién y Validacion
* Analisis de robustez

¢ Redundancia

e "“Calidad” de los datos
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Rl, Practica cientifica basada en algoritmos

Implementacion de “quality assurance methods”
“We implement well-known and tested libraries”
Técnicas biométricas

Rl3 Construccion social de la fiabilidad

Debates sobre la aplicabilidad de los
resultados (e.g., soundness, legal, etc.)
Contraste con otros métodos no-
computacionales (e.g., uso de
revisiones de cédigo, reportes de
expertos)
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Ciencia forense y CR

Evidence
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Suspects
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Ciencia forense y CR

Evidence

Probability: 1, > 93> 9y
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Suspects
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; Como funciona CR?
Un caso en ciencia forense
Parte |
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Automated Inference on Criminality Using Face Images

e

(a) Three samples in criminal ID photo set S..

R

(b) Three samples in non-criminal ID photo set Sy,
Figure 1. Sample ID photos in our data set.

]
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Wu & Zhang (2016) Automated Inference on Criminality using Face Images - arXiv 52



Automated Inference on Criminality Using Face Images

e -~ & [
—- 2 -
A A P N d
(a) Three samples in criminal ID photo set Se. ﬂ]
' r ,_‘ . 3’ - @
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(@) (b)
Figure 4. (a) FGM results; (b) Three discriminative features p, d
and .
(b) Three samples in non-criminal ID photo set Sy,

Figure 1. Sample ID photos in our data set.
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Automated Inference on Criminality Using Face Images

> HEE

Fi 4. (a) FGM Its; (b) Three discriminative featu: , d . L.
a:,ﬁu;_e o bl R e et Figure 9. (a) The four subtypes of criminal faces; (b) The three

(b) Three samples in non-criminal ID photo set Sy, subtypes of non-criminal faces.
Figure 1. Sample ID photos in our data set.
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Wu & Zhang (2016) Automated Inference on Criminality using Face Images - arXiv 54






Automated Inference on Criminality Using Face Images

~ : “This newly discovered knowledge suggests a law of
F‘ ;‘w normality for faces of non-criminals: Given the race,
B & gender and age, the faces of general law-biding
- public have a greater degree of resemblance
“ compared with the faces of criminals. In other words,
criminals have a significantly higher degree of

dissimilarity in facial appearance than normal
population” (2016, 2)

(b) Three samples in non-criminal ID photo set Sy,

Figure 1. Sample ID photos in our data set.
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Automated Inference on Criminality Using Face Images

ﬂ o V&
Gﬂ;
-_
(a)
(a) Three samples in criminal ID photo set S..
; o o (b)
Figure 4. (a) FGM results; (b) Three discriminative features p, d

and 0. Figure 9. (a) The four subtypes of criminal faces; (b) The three
(b) Three samples in non-criminal ID photo set S, subtypes of non-criminal faces.
Figure 1. Sample ID photos in our data set.

(a)
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Automated Inference on Criminality Using Face Images

25 -5

(a) Three samples in criminal ID photo set S...

-— -~ -~
> o g o OF (b)
Figure 4. (a) FGM results; (b) Three discriminative features p, d . L.
and 0. Figure 9. (a) The four subtypes of criminal faces; (b) The three
(b) Three samples in non-criminal ID photo set S, subtypes of non-criminal faces.

Figure 1. Sample ID photos in our data set.

Rl Performance de los algoritmos

e Verificacién y Validacién (?)

e “Calidad” de los datos

e El sistema es forzado a elegir
entre does clases: {criminal}/{no-
criminal}

58



Automated Inference on Criminality Using Face Images

25 -5

(a) Three samples in criminal ID photo set S...

-— -~ -~
Fi 4. (a) FGM Its; (b) Three discriminative features p, d ®
gure 4. (a results; 1SCrimin; y . L.
anﬁ 0. ? Figure 9. (a) The four subtypes of criminal faces; (b) The three
(b) Three samples in non-criminal ID photo set S, subtypes of non-criminal faces.

Figure 1. Sample ID photos in our data set.

Rl Performance de los algoritmos RI, Practica cientifica basada en algoritmos
e Verificacién y Validacién (?) * Fosiliza conceptos tales como “criminal”
* “Calidad” de los datos e Estd desconectada de un cuerpo de
e El sistema es forzado a elegir conocimiento:
entre does clases: {criminal}/{no- e |a construccion social de la criminalidad
criminal} e |as bases socio-econémicas

* La psicologia de los autores de crimenes 59



Automated Inference on Criminality Using Face Images

25

(a) Three samples in criminal ID photo set S...

(b) Three samples in non-criminal ID photo set Sy,

Figure 1. Sample ID photos in our data set.

Rl Performance de los algoritmos

e Verificacién y Validacién (?)

e “Calidad” de los datos

e El sistema es forzado a elegir
entre does clases: {criminal}/{no-
criminal}

Figure 4. (a) FGM results; (b) Three discriminative features p, d
and 6.

RI, Practica cientifica basada en algoritmos

|ll

Fosiliza conceptos tales como “crimina
Estd desconectada de un cuerpo de
conocimiento:

® La construccién social de la criminalidad
e Las bases socio-econémicas

* La psicologia de los autores de crimenes

(b)

Figure 9. (a) The four subtypes of criminal faces; (b) The three
subtypes of non-criminal faces.

Rl3 Construccién social de la fiabilidad

e Falla en dar cuenta de, o incluir valores

epistémicos, éticos, etc (e.g., la
presuncion de inocencia)
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Un limite para CR
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SISE-errors

Al1]

Al4] A[5] Aln]
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SISE-errors

SIS-Errors: Statistically insignificant, but serious errors pueden debilitar la fidelidad del algoritmo
(warrant revoking the reliability of the algorithm)

Al3] Al4] AlS] Aln]

SIS-Errors: the algorithm's output does not match, to the degree permissible by the relevant
community, a given representation (Humphreys, 2021)

5
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Tipos de Errores
(y de como los aborda el fiabilista)

]
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SIS-Errors: Errores aleatorios

Al] Al2] Al3] Al4] AlS] Aln]

Errores aleatorios:

Son errores que no pueden anticiparse, que son impredecibles, y que son usualmente
ejecuciones fallidas del algoritmo o los datos que se procesan. Estos errores no son sistematicos
ni consistentes, sino que ocurren esporadicamente y son muy dificiles de reproducir (e.g., bit flips
in memory due to cosmic rays; randomised initiations ~* non-deterministic ML outputs)

]
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SIS-Errors: Errores aleatorios

Al] Al2] Al3] Al4] AlS] Aln]

Anti "“epistemic bad luck” condition: Permitase que un algoritmo se ejecute al menos dos veces
bajo condiciones similares (i.e., variables de entrada, pardmetros, configuraciones de datos,
metaparametros, etc.). Si el algoritmo produce SIS-Errors idénticos (o considerados lo suficientemente
idénticos) en ejecuciones independientes, entonces la probabilidad de que estos resultados sean

casos de “epistemic bad luck” es insignificante. Por lo tanto, tal recurrencia proporciona un fuerte
respaldo a que el error es sistematico y no aleatorio.

]
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SIS-Errors: Errores sistematicos

Al] Al2] Al3] Al4] AlS] Aln]

Errores sistematicos:

Son errores que no son arbitrarios, y que se reproducen a lo largo de distintas ejecuciones del
mismo algoritmo. Con las herramientas apropiadas, errores sistematicos se pueden identificar y
medir (e.g., rounding off errors)

4
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La estrategia

|. Hacer una estrategia epistemoldégica, entendida como condiciones de posibilidad para la
fiabilidad. No necesariamente tiene correlato metodolégico o aplicable en la practica.

]
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La estrategia

|. Hacer una estrategia epistemoldégica, entendida como condiciones de posibilidad para la
fiabilidad. No necesariamente tiene correlato metodolégico o aplicable en la practica.

Il. Conectar errores de representacion con tipos de indicadores de fidelidad.

I.  Para poder evitar tener que revocar la fiabilidad de un algoritmo, nuestra mejor
estrategia es identificar IF que han fallado (inadecuados, incorrectos, o ausentes)

]
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Clases de errores sistematicos

"Once you unleash it on large data, deep learning has its own dynamics, it does its own repair and
its own optimisations, and it gives you the right results most of the time. But when it doesn’t, you
don’t have a clue abut what went wrong and what should be fixed. In particular, you d not now if
the fault is in the program, in the method, or because things have changed in the environment.”

(Pearl, 2019, 15)
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Clases de errores sistematicos

"Once you unleash it on large data, deep learning has its own dynamics, it does its own repair and
its own optimisations, and it gives you the right results most of the time. But when it doesn’t, you
don’t have a clue abut what went wrong and what should be fixed. In particular, you d not now if
the fault is in the program, in the method, or because things have changed in the environment.”

(Pearl, 2019, 15)

Errores de clases: errores que ocurren cuando el algoritmo produces resultados incorrectos
dado calcular mal (e.g., rounding off errors, overflow, etc)
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Clases de errores sistematicos

"Once you unleash it on large data, deep learning has its own dynamics, it does its own repair and
its own optimisations, and it gives you the right results most of the time. But when it doesn’t, you
don’t have a clue abut what went wrong and what should be fixed. In particular, you d not now if
the fault is in the program, in the method, or because things have changed in the environment.”

(Pearl, 2019, 15)

Errores de clases: errores que ocurren cuando el algoritmo produces resultados incorrectos
dado calcular mal (e.g., rounding off errors, overflow, etc)

Errores de clasey: errores que surgen cuando los métodos o técnicas implementadas en el
algoritmo son inapropiadas para un objetivo en particular (e.g., usar el “sorting algorithm”
incorrecto, o la implementacién de conceptos nucleo {criminal/no-criminal})
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Clases de errores sistematicos

"Once you unleash it on large data, deep learning has its own dynamics, it does its own repair and
its own optimisations, and it gives you the right results most of the time. But when it doesn’t, you
don’t have a clue abut what went wrong and what should be fixed. In particular, you d not now if
the fault is in the program, in the method, or because things have changed in the environment.”

(Pearl, 2019, 15)

«  Errores de clases: errores que ocurren cuando el algoritmo produces resultados incorrectos
dado calcular mal (e.g., rounding off errors, overflow, etc)

«  Errores de clasey: errores que surgen cuando los métodos o técnicas implementadas en el
algoritmo son inapropiadas para un objetivo en particular (e.g., usar el “sorting algorithm”
incorrecto, o la implementacién de conceptos nucleo {criminal/no-criminal})

«  Errores de clases: errores que ocurren cuando el entorno hace el algoritmo y sus resultados
irrelevantes (e.g., deteccién facial en los tiempos del COVID-19)
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Errores e Indicadores de Fiabilidad

Errores de clasey Rl; Performance de los algoritmos
Errores de clase; RI; Practica cientifica basada en algoritmos
Errores de clases Rl3 Construccién social de la fiabilidad

“]
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Errores e Indicadores de Fiabilidad

Errores de clasey Rl; Performance de los algoritmos
Errores de clase; RI; Practica cientifica basada en algoritmos
Errores de clases Rl3 Construccién social de la fiabilidad
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Errores e Indicadores de Fiabilidad

Errores de clase; inadecuados Rl; Performance de los algoritmos
Errores de clase; incorrectos RI, Practica cientifica basada en algoritmos
Errores de clases ausentes Rl; Construccidn social de la fiabilidad

“]
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IF inadecuados
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|F incorrectos

(a) -
Figure 4. (a) FGM results; (b) Three discriminative features p, d N

and 0. Figure 9. (a) The four subtypes of criminal faces; (b) The three
(b) Three samples in non-criminal ID photo set Sy, subtypes of non-criminal faces.
Figure 1. Sample ID photos in our data set.

(a) Three samples in criminal ID photo set S..
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IF ausentes
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THE BIG STORY AUG 11, 2821 6:88 AM
The Pain Was Unhearable. So Why Did Doctors Tum Her Away?

A sweeping drug addiction risk algorithm has become central to how the US handles the opioid crisis. It may only be making the crisis worse. 76



La estrategia

|. Hacer una estrategia epistemoldégica, entendida como condiciones de posibilidad para la
fiabilidad. No necesariamente tiene correlato metodolégico o aplicable en la practica.

Il. Conectar errores de representacion con tipos de indicadores de fidelidad.

I.  Para poder evitar tener que revocar la fiabilidad de un algoritmo, nuestra mejor
estrategia es identificar IF que han fallado (inadecuados, incorrectos, o ausentes)

lIl. Establezco clausulas de fiabilidad que, de violarse, nos obligan a suspender nuestras creencias
—y asi resguardar la fiabilidad (i.e., no tener que revocarla)

z;
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SIS-Errors
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SIS-Errors
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Errores de clase

Errores de clase,

Errores de clases
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Errores de claseq RI1 Robustez técnica de los algoritmos
SIS-Errors Errores de clase; R, Practica cientifica basada en algoritmos

Errores de clases Rl; Construccién social de la fiabilidad

]
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Errores de clase; inadecuados RI1 Robustez técnica de los algoritmos
SIS-Errors Errores de clase; incorrectos Rl, Practica cientifica basada en algoritmos

Errores de clases ausentes Rl; Construccidn social de la fiabilidad

4
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Errores de clase; inadecuados RI1 Robustez técnica de los algoritmos
SIS-Errors Errores de clase; incorrectos Rl, Practica cientifica basada en algoritmos

Errores de clases ausentes Rl; Construccidn social de la fiabilidad

Mantener fiabilidad?

condiciones para suspender, revisar o anular la formacién de creencia

4
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SIS-Errors: Errores sistematicos clase

Al3] Al4] AlS] Aln]

- Conditional reliable token-RI: is one that confers reliability [to the new context] if the methods,
standards, and breadth of application are based on are also reliable [for the new context]

83



SIS-Errors: Errores sistematicos clase;

Al3] Al4] A[5]

- Conditional reliable token-RI: is one that confers reliability [to the new context] if the methods,
standards, and breadth of application are based on are also reliable [for the new context]

Idea: Realiza un seguimiento de la representacién evaluando la probabilidad de que el token-Rl
mantenga la confiabilidad en todos los contextos.

Nos permite mantener nuestras creencia en la fiabilidad del algoritmo en tanto y en cuanto las
condiciones iniciales que dieron fiabilidad todavia se aplican en contextos nuevos
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SIS-Errors: Errores sistematicos clase;

Al3] Al4] A[5]

- Conditional reliable token-RI: is one that confers reliability [to the new context] if the methods,
standards, and breadth of application are based on are also reliable [for the new context]

Ejemplo (IF inadecuado - suspendo creencia): un algoritmo que fue disefiado para detecciéon de
rostros aplicado en un nuevo contexto (e.g., durante el uso de COVID-19) necesita una actualizacién
de la base de datos de entrenamiento, un nuevo médulo que trate con oclusion facial, etc

85



SIS-Errors: Errores sistematicos clases

Al] Al2] Al3] Al4] AlS] Aln]

«  Anti-defeat clause: S is epistemically warranted in maintaining token-RI as a suitable reliability
indicator unless there is a defeater token-RI* epistemically available to S such that, if S were to
use toke-RI*, S would no longer hold the belief that the output represents a fact F
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Al1]

SIS-Errors: Errores sistematicos clases

Al2] Al3] Al4] AlS] Aln]

«  Anti-defeat clause: S is epistemically warranted in maintaining token-RI as a suitable reliability
indicator unless there is a defeater token-RI* epistemically available to S such that, if S were to
use toke-RI*, S would no longer hold the belief that the output represents a fact F

Idea: El estatus justificado de una creencia se preserva mientras que la IF siga valiendo frente a
alternativas nuevas y que potencialmente remueven credibilidad.

Mantenemos la fiabilidad en tanto y en cuanto no encontremos un defeater. En ese caso, estamos

epistémicamente obligados a adoptarlo
87



SIS-Errors: Errores sistematicos clases

Al] Al2] Al3] Al4] AlS] Aln]

«  Anti-defeat clause: S is epistemically warranted in maintaining token-RI as a suitable reliability
indicator unless there is a defeater token-RI* epistemically available to S such that, if S were to
use toke-RI*, S would no longer hold the belief that the output represents a fact F

Ejemplo (IF incorrecto - reviso de la creencia): Un algoritmo que selecciona {criminal, no criminal}
basado en caracteristicas faciales: token-IF = distancia entre los ojos, curvatura boca, etc.

Defeater, mas robusto: token-IF* = implementacién de conceptos socio-econdmicos de criminalidad
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SIS-Errors: Errores sistematicos clases

Al] Al2] Al3] Al4] AlS] Aln]

«  Supercharging type-Rlz indicator: Maintaining algorithmic reliability depends on subjecting
their outputs to debate and other forms of scientific engagement. In this sense, the social
construction of belief plays a crucial role in determining reliability and can, at times, take
precedence over other indicators

]
TUDelft
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SIS-Errors: Errores sistematicos clases

Al] Al2] Al3] Al4] AlS] Aln]

«  Supercharging type-Rlz indicator: Maintaining algorithmic reliability depends on subjecting
their outputs to debate and other forms of scientific engagement. In this sense, the social
construction of belief plays a crucial role in determining reliability and can, at times, take
precedence over other indicators

Idea: principio preventivo epistémico, donde la comunidad relevante evalta los méritos de los
resultados del algoritmo (tiene poder de veto!)

]
TUDelft
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SIS-Errors: Errores sistematicos clases

Al] Al2] Al3] Al4] AlS]

«  Supercharging type-Rlz indicator: Maintaining algorithmic reliability depends on subjecting
their outputs to debate and other forms of scientific engagement. In this sense, the social
construction of belief plays a crucial role in determining reliability and can, at times, take
precedence over other indicators

Ejemplo (ausencia de IF - anulo creencia): Kathryn!

]
TUDelft
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m I EEE SECURITY POLITICS THE BIG STORY BUSINESS SCIENCE CULTURE REVIEWS poy NEWSLETTERS

VIDEO: SAM CANNON

THE BIG STORY AUG 11, 2821 6:88 AM
The Pain Was Unhearable. So Why Did Doctors Turn Her Away?

A sweeping drug addiction risk algorithm has become central to how the US handles the opioid crisis. It may only be making the crisis worse.

https://www.wired.com/story/opioid-drug-addiction-algorithm-chronic-pain/
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Recapitulando
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Recapitulando

Externalista:

« Lajustificacion no depende de un “third-party algorithms” y es independiente
de nuestras capacidad por entender algoritmos

« Cara indicador de fiabilidad estd justificado independientemente
* Hay una variedad de Rl (e.g., es una epistemologia “no-centralizada”)
«  En principio se pueden detectar indicadores de resultados no creibles/falsos

* Se acomoda a diferentes necesidades epistémicas/éticas: en algunos sistemas, los
métodos de verificacion y validacidén son méas importantes, mientras que en otros es
la coherencia tedrica, mientras que en otros es el alineamiento con leyes vigentes

“]
TUDelft o4



Recapitulando

+  SIS-Errors contituyen un problema para el fiabilista (para toda epistemologia)
+  Condiciones para suspender nuestras creencias—y mantener fiabilidad?
«  Problemas de orden practico

*  Mas problemas:
* No es claro la precedencia, el orden, el peso, etc de cada indicador.
* No es claro cémo se procede cuando hay conflicto entre los indicadores

* La tirania de unos pocos indicadores: unos pocos indicatores pueden ser
suficiente para desbalancear la fiabilidad/no-fiabilidad de un algoritmo

]
TUDelft
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Muchas gracias!

j-m.duran@tudelft.nl

Johannes Vermeer, Girl with a Pearl Earring, c. 1665 - https://www.mauritshuis.nl/



